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Greeting from Prof. Saewoong Bahk,
President of the 2020 Korea Information
& Communication Society
   Korea is in the middle of global upheaval from the COVID 19 pandemic since the outbreak

in January this year. Without doubt, we will eventually overcome this plight because Korea

has the world’s best medical service, ICT, civility, and transparency. The resilience of this

country has been proven through the journey of development until today after embracing

numerous crises and setbacks.

   After many ups and downs, we launched 5G services in early April last year for the first time

in the world. This achievement is distinguished from those in the past as we exclusively

developed mobile systems, mobile phones, and services. As for 4G service, there were two

standards-WiMax and LTE, and 4G mobile service began in the U.S. in 2010. At that time,

they used LTE mobile phones manufactured by Samsung.

  In the following year (2011), Korea launched 4G mobile service. On the other hand, 5G

service uses a single standard and thus has a greater global impact than 4G. Now that Korea is

fully equipped with 5G systems, mobile phones, and services for the first time in the world, we

anticipate a leading position in future 5G markets. Particularly this year, AI will advance into

the real world. You will witness various service sectors beside manufacturing industry attempt

to introduce and actively utilize AI. With regard to AI, on one end of the spectrum, there is

fear of AI subjugating human beings, and on the other end of the spectrum, there is

overconfidence in AI as if AI could solve all problems. Ultimately, AI will help us solve many

problems that come from the limitations of human beings. Thanks to the collaborative effort of

all members, the Korea Information & Communication Society has become a frontier institute

that represents the leading scholars in information and computer technology. This year, we

would like to serve you better by focusing on the following goals.

1) We will strive to improve the quality of academic events by merging them. In recent years,

the scale of our academic events has grown rapidly. We will put much effort in expanding the

boundary of our society focusing on service quality by reorganizing academic events.



2) Last year, there was a considerable change in the volume of membership, which was stagnant

for a long time. We will steadily increase the volume and establish a firm foundation to embrace

5,000 new members this year. 

3) We will firmly establish the role of our society through vitalizing the 6G Forum. It is high time

that we as academia start conducting a wide range of research on 6G, leaving the development of

5G to the industry. We will become the platform for doing this.  

4) We will improve our member services by utilizing the newly constructed building for our

society in Dogok-dong starting in July. 

5) We will raise the level for international publication by improving the impact factor of our

journals- JCN and ICT Express. We will also promote global communication by establishing new

overseas branches and by co-hosting international conferences.  

6) We will encourage the research activities by providing more support for the newly established 5

academic societies. At present, Korea is in a very critical situation because of the COVID 19

pandemic. During this crisis, the KICS will take off with 5G and AI as our wings and lead the

development of ICT and help the country to recover from the economic plight. We hope that all

members will stay safe during this pandemic and give us your continuous support. 

Thank you!
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 The Korean Institutes of Communications and

Information Sciences (KICS) Winter Conference was

held from February 5–7 at Yongpyong Resort in

Gangwon Province, Korea. The conference, with both

Korean and English conferences held parallelly, was

successfully completed with the participation of 1,000

researchers and the submission of 700 papers.

   In particular, the 5G-based service idea marathon for

undergraduate students was held to introduce and

propagate state-of-the-art 5G wireless service and

technology; here, KICS’ influence greatly contributed  
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to academia and education.

   The conference was a time for industry-academic associations to come together to discuss the

rapidly changing research and development environment as well as innovative technology.

Therefore, it was extremely important to share research and development results through paper

presentations. In addition, the participation of several national research institutes provided a good

opportunity to understand the direction of research in Korea.

   One keynote lecture and four tutorials on 5G and artificial intelligence got an arousing response

from participants. An insightful lecture was given by Dr. Seung Chan Bang, Senior Vice President

from ETRI (Electronics and Telecommunications Research Institute), titled “Multi-dimensional

Media and Communication Technology.” Following the regular general assembly, a variety of

academic events were organized including the Society Special Session, Tutorial Session,

Convergence Special Session, Industry/Institute Special Session, Convergence Special Session,

ITRC Special Session, Regional Branch Special Session, and two Forum Special Sessions.

   The KICS Summer Conference will be held from August 12–14, 2020 at Yongpyong Ski Resort,

Gangwon Province, Korea(http://conf.kics.or.kr/). The submission deadline is July 17, 2020, and

registrations must be submitted by July 28, 2020.
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   The workshop started with a welcome reception dinner hosted by KICS at a humble yet friendly

restaurant located in downtown San Diego on Jan 31, 2020. I drove in a rental car with Prof. Jong-

Seon No (SNU) and Prof. Kwang Soon Kim (Yonsei Univ) from Los Angeles Airport. It was nice to

see Dr. Byung K. Yi (LGEUS, FCC, Interdigital, and then visiting UCSD) and Dr. Sang Kim

(LGEUS) who have worked hard for the workshops all these years, since they first began.

    Next day we had a full-day session at LGEUS Zenith R&D Center, with a nice lunch provided also

by LGEUS. All of these local supports were organized by Dr. Sang Kim (LGEUS). Dr. Kim has not

only been surporting this year but ever since from the beginning in 2009. KICS have recognized him

with the special contribution award in 2019. A total of 23 participants joined the workshop, and 7

talks were presented with some technical focus. Most of the talks were invloving the area of

information and communication techniques. The workshop ended with a banquet dinner with

farewell comments from both co-chairs.

Report on the 12th Workshop - North American
Chapter of KICS

REPORT ON INDUSTRY-ACADEMY-
INSTITUTE COOPERATION

by Hong-Yeop Song, Yonsei University, South Korea
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   There are many Korean engineers and scien-

tists at Samsung, LG, Qualcomm, and many

other industries and universities in the San Diego

area. This workshop has a long history dating

back to 2006, when Prof. J.-S. No visited UCSD.

He noticed the number of Korean engineers in

this area and thought about initiating an official

KICS Chapter in San Diego.

    In 2007, KICS established the North American

Chapter, and the workshop commenced in 2009.

The workshop has always been co-organized by

the international director of KICS and Dr. Sang

Kim at LGEUS, co-chaired by Prof. J.-S. No and

Dr. B. K. Yi from the beginning until 2019. I

joined the workshop in 2012, serving KICS as a

vice-president (2018 –2019), and co-chairing the

workshop this year with Dr. B. K. Yi.  

   The KICS North-American Chapter is an active

chapter of KICS with several people from nearby

industries and universities.

   The workshop plays a key role in gathering top-level engineers and scientists in this area as well as

from Korea. The one-day technical presentations are full of active debates and discussions of recent

trends, and sometimes serve as good opportunities for young members to introduce themselves to the

community. We all appreciate the help and support of KICS for this year’s successful workshop and

also for the future.
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   One effective way to gauge the recent research directions and trend is to pay attention to the most

popular research papers. This article reviews such heavily accessed or downloaded papers in JCN

(Journal of Communications and Networks)[1] and ICT Express (Information & Communications

Technology Express)[2], both of which are published by KICS (The Korean Institute of

Communications and Information Sciences)[3]. Below are the four most popular articles for the past

six months.

NOTEWORTHY ISSUES IN KOREA
Popular Articles and Research Trend

 by Taewoon Kim, Hallym University, South Korea

JCN Popular  Ar t ic les

PAPER H.-T.Wu et al., “An intelligent agriculture network security system

based on private blockchains,” vol. 21, no. 5, pp. 503-508, Oct.

2019.

DOI

ABSTRACT

ht tps : / /do i .o rg /10 .1109/JCN.2019.000043

Countries around the world are nowadays actively promoting

development in intelligent agriculture. Each of them must develop a

specific plan tailored to environmental farming indices of each

individual farm, and such information would be both important and

sensitive. This is why information in intelligent agriculture requires

protection from network security to ensure data privacy and

integrity. This study proposes applying dark web technology to

ensure the privacy of blockchains and servers. The study will

monitor packet transmission frequency in intelligent agriculture to

prevent distributed denial-of-service (DDOS) attacks. The main

features of system include:

(1) An identity authentication mechanism, (2) secure transmission

of information, (3) establishment of private blockchains, (4) a

faster, improved authentication system for blockchain information,

and (5) resistance against DDOS attacks. The proposed scheme can

safeguard network security for the IoT as well as the servers by

way of applying dark web technology, which can avoid exposure of

blockchains and server ID addresses and thus in turn lower the risks

of DDOS attack damages. Experiment results indicate that the

application of lightweight encryption of proposed scheme does

indeed improve the authentication speed while also satisfying

requirements of network security.

https://doi.org/10.1109/JCN.2019.000043
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[1] http://jcn.or.kr/html/ (JCN is technically co-sponsored by IEEE Communication Society)

[2] https://www.journals.elsevier.com/ict-express/ (JCN is produced and hosted by Elsevier)

[3] https://eng.kics.or.kr/html/

JCN Popular  Ar t ic les

PAPER E. L. C. Macedo et al., “On the security aspects of Internet of

Things: A systematic literature review,” vol. 21, no. 5, pp. 444-

457, Oct. 2019.

DOI

ABSTRACT

ht tps : / /do i .o rg /10 .1109/JCN.2019.000048

Internet of Things (IoT) has gained increasing visibility among

emerging technologies and undoubtedly changing our daily life. Its

adoption is strengthened by the growth of connected devices (things)

as shown in recent statistics. However, as the number of connected

things grows, responsibility related to security aspects also needs to

increase. For instance, cyberattacks might happen if simple

authentication mechanisms are not implemented on IoT applications,

or if access control mechanisms are weakly defined. Considering the

relevance of the subject, we performed a systematic literature review

(SLR) to identify and synthesize security issues in IoT discussed in

scientific papers published within a period of 8 years. Our literature

review focused on four main security aspects, namely authentication,

access control, data protection, and trust. We believe that a study

considering these topics has the potential to reveal important

opportunities and trends related to IoT security. In particular, we aim to

identify open issues and technological trends that might guide future

studies in this field, thus providing useful material both to researchers

and to managers and developers of IoT systems. In this paper, we

describe the protocol adopted to perform the SLR and present the state-

of-the-art on the field by describing the main techniques reported in the

retrieved studies. To the best of our knowledge, ours is the first study

to compile information on a comprehensive set of security aspects in

IoT. Moreover, we discuss the placement, in terms of architectural

tiers, for deploying security techniques, in an attempt to provide

guidelines to help design decisions of security solution developers. We

summarize our results showing security trends and research gaps that

can be explored in future studies.

http://jcn.or.kr/html/
https://www.journals.elsevier.com/ict-express/
https://eng.kics.or.kr/html/
https://doi.org/10.1109/JCN.2019.000048
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ICT  Express  Popular  Ar t ic les

ICT Express  Popular  Ar t ic les

PAPER

PAPER

S. Zhang et al., “Analysis of the main consensus protocols of

blockchain,” vol. 6, no. 2, pp. 93-97, June 2020.

A. Shenfield et al., “Intelligent intrusion detection systems using

artificial neural networks,” vol. 4, no. 2, pp. 95-99, June 2018.

DOI

DOI

ABSTRACT

ABSTRACT

ht tps : / /do i .o rg /10 .1016/ j . i c te .2019 .08 .001

ht tps : / /do i .o rg /10 .1016/ j . i c te .2018 .04 .003

Blockchain is the core technology of many cryptocurrencies. Blockchain

as a distributed ledger technology has received extensive research

attention. In addition to cryptography and P2P (peer-to-peer) technology,

consensus protocols are also a fundamental part of the blockchain

technology. A good consensus protocol can guarantee the fault tolerance

and security of the blockchain systems. The consensus protocols

currently used in most blockchain systems can be broadly divided into

two categories: the probabilistic-finality consensus protocols and the

absolute-finality consensus protocols. This paper introduces some of the

main consensus protocols of these two categories, and analyzes their

strengths and weaknesses as well as the applicable blockchain types.

This paper presents a novel approach to detection of malicious

network traffic using artificial neural networks suitable for use in

deep packet inspection based intrusion detection systems.

Experimental results using a range of typical benign network traffic

data (images, dynamic link library files, and a selection of other

miscellaneous files such as logs, music files, and word processing

documents) and malicious shell code files sourced from the online

exploit and vulnerability repository exploitdb, have shown that the

proposed artificial neural network architecture is able to distinguish

between benign and malicious network traffic accurately. 

https://doi.org/10.1016/j.icte.2019.08.001
https://doi.org/10.1016/j.icte.2018.04.003
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   In the past decade, we have seen that the convergence of different wireless communication technologies

has resulted in an explosive increase of Internet of Things (IoT) applications. In addition, the next-

generation wireless networking technology, or 5G for short, has shown its potential in enhancing

throughput, reducing delays, and connecting a massive number of networked things. As a result, we expect

to rely more on the ambient, smart IoT devices by letting them carrying important and/or private

information over the air. 

    On the one hand, we now can truly be benefited from the convenience brought to us by autonomous IoT-

based services, but what about security? The widely-used IoT devices, such as Raspberry Pi and Arduino to

name a few, suffer from low computing power, and thus, the service providers tend to take computationally

heavy security features from them at the deployment stage. This is why people started to pay attention to

security again, as it can be seen from the four articles cited above.

    Wu et al. proposed a security system for agriculture networks where sensing and control messages should

be handled with secure methods. The proposed scheme is a combination of bilinear paring and blockchain

technologies, to form an attack-resistant network. Also, it adopted a dark web-like approach such that the

authentication of user is examined on a dedicated web browser. The readers who are interested in the

security aspects in IoT can refer to Macedo’s paper. By using the well-known systematic literature review

(SLR) methodology, Macedo has carried out an exhaustive research on the IoT security. The topics covered

in the paper are: authentication, access control, data protection and trust. 

    As the blockchain technology gains an increasing attention in the past few years, the core parts of it, i.e.,

cryptography, peer-to-peer and consensus protocols, have been widely studied recently. Zhang et al. carried

out an analysis on the consensus protocols of blockchain. The paper introduces a few widely-used consensus

protocols such as Proof of Work, Proof of Stake, Delegated Proof of Stake, Practical Byzantine Fault

Tolerance and Ripple. Readers can find the analysis and comparison study of these protocols in terms of

fault tolerance and scalability. The limitations and use-case scenarios are also included in the paper. 

 In the past decade, we have witnessed the advancement of deep learning (DL) and artificial neural network

(ANN). As many fields of study successfully have made a technical breakthrough with the help of

DL/ANN, some traditional security systems have done the same. Shenfield proposed an enhanced intrusion

detection system (IDS) by using ANN. 

The proposed artificial neural network architecture obtains an average

accuracy of 98%, an average area under the receiver operator

characteristic curve of 0.98, and an average false positive rate of less than

2% in repeated 10-fold cross-validation. This shows that the proposed

classification technique is robust, accurate, and precise. The novel

approach to malicious network traffic detection proposed in this paper

has the potential to significantly enhance the utility of intrusion detection

systems applied to both conventional network traffic analysis and

network traffic analysis for cyber–physical systems such as smart-grids.



    On Wednesday, April 22, the Korean Institute of Communications and Information Sciences(KICS)

celebrated the 65th Information and Communication Day and held a commemorative event with the

support of the Ministry of Science and ICT (MSIT). This event was held online in consideration of the

COVID-19 threat. Over 300 ICT experts and officials attended. The conference began with an opening

address by the President of the KICS(Prof. Saewong Bahk), followed by a congratulatory speech by

the Minister of MSIT(Dr. Kiyoung Choi), and a keynote lecture on the subject of “Information and

Communication Technology Contributing to Overcoming COVID-19” by the Chairman of the 4th

Industrial Revolution Committee(Prof. Sungroh Yoon).
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The 65th Information and Communication Day
Celebration held online

by  Seokjoo Shin, Chosun University, South Korea

   In order to tackle the challenge in IDS that malicious shellcode patterns can be difficult to distin-

guish from benign network traffic, Shenfield devised a non-signature based detection mechanism. By

transforming the IDS problem into an ANN-based classification equivalent, the proposed scheme can

effectively tell the difference between the benign traffic and malicious contents.

MISCELLANEOUS
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ICT Express indexed in Engineering Index (Ei Compendex)

   We are pleased to announce that ICT Express has been accepted for indexing in the Engineering

Index (Ei Compendex). The inclusion of ICT Express in the Engineering Index demonstrates our

dedication to providing the most relevant and influential contents to our community. Engineering

Index is the broadest and most complete engineering literature database available in the world. It

provides a truly holistic and global view of peer reviewed and indexed publications with over 20

million records from 77 countries across 190 engineering disciplines. Every record is carefully selected

and indexed using the Engineering Index Thesaurus to ensure discovery and retrieval of engineering-

specific literature that engineering students and professionals can rely on. The ICT Express Open

Access journal published by the Korean Institute of Communications and Information Sciences (KICS)

is an international, peer-reviewed research publication covering all aspects of information and

communication technology. The journal aims to publish research that helps advance the theoretical and

practical understanding of ICT convergence, platform technologies, communication networks, and

device technologies. The technology advancement in information and communication technology

(ICT) sector enables portable devices to be always connected while supporting high data rate, resulting

in the recent popularity of smartphones that have a considerable impact in economic and social

development. The high processing capability and the ubiquitous connectivity of recent communication

devices allow telecommunication technology to be converged with other industry sectors, such as

healthcare, automobile, transportation, entertainment, building architecture, and energy. The journal

invites short-length (up to 4 pages in double columns) high-quality, original letter articles that

explicitly address the unique technical challenges encountered in the convergence of information and

communication technology. Each submission will be reviewed by experts in the field. We would like

to thank all the editorial board members, reviewers, authors, publisher, and KICS for your dedicated

contributions given towards high quality publications and resulting in inclusion of the ICT Express to

the Engineering Index. We look forward to your continued support to ICT Express for publishing high

quality articles covering emerging ICT convergence areas. 

    More than 20 representatives from the industry, academia, and research institutes enriched the event

with their online congratulatory wishes. This event was held in line with the activation of online

lectures recommended by the MSIT and is expected to serve as a model for an online commemorative

event during the COVID-19 pandemic.
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 KICS COVID-19

    Due to the COVID-19 pandemic, Korea and the rest of the world are experiencing global economic

recession with an all-encompassing social crisis.   
 The Korean Institute of Communications and Information Sciences (KICS) is also experiencing the

effect of COVID-19, resulting in the cancelation or postponing of many events such as workshops and

conferences planned in 2020. A few events were held online with virtual presentations.   
  The 2020 Winter Conference, the first major conference in 2020, was successfully held in

Yongpyong Resort in February, with the use of thermal imaging camera, attendance management,

disinfection of conference rooms, and health screening using self-report questionnaire forms. All the

participants were very cooperative with regards to all the preventive measures for COVID-19, and the

conference was successfully completed.  
    Another significant event this year was ICT Day held on April 22nd virtually with 300 participating

researchers. The conference started with a congratulatory address by the Minister of Science and ICT

and keynote speech by the President of Presidential Committee on the Fourth Industrial Revolution,

and was followed by other invited speeches that were presented virtually real-time and recorded. 
    As of March, the Secretariat of KICS practiced flexible working hours to cope with COVID-19 and

tried to minimize direct contact between employees to help prevent any possible spread of the disease,

following the prevention guidelines recommended by the Ministry of Health and Welfare.  
  Currently, in June, all the employees of the Secretariat of KICS are actively following all the

preventive measures such as social distancing and online meetings. Furthermore, the Secretariat is

working very hard to protect the employees and continue supporting all the operations related to

workshops, training courses, conferences, and publications. With the hope of seeing the end of the

coronavirus crisis, KICS will continue to support all the activities related to advancing the ICT

convergence and the Fourth Industrial Revolution with all the technical communities around the globe.

by  Jea-ho Lee, KICS 
Insoo Sohn, Dongguk University, South Korea
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FUTURE CONFERENCES & EVENTS

ICT Convergence Korea 2020

Date | July 14 – 15, 2020
Location | Online conference

VISIT WEBSITE!

2020 Summer Conference

Date | August 12 – 14, 2020
Location | Yong Pyong Resort, Pyeongchang, 
Gangwon Province, Korea VISIT WEBSITE!

FUTURE CONFERENCES & EVENTS

The 11th International Conference on ICT Convergence (ICTC)

Date | October 21-23, 2020
Location | Ramada Plaza Hotel, 
Jeju Island, Korea (South) VISIT WEBSITE!

https://www.kics.or.kr/html/?pmode=inputList&smode=view&part=&intAcSeq=515
http://conference.kics.or.kr/
http://ictc.org/
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MEMBERSHIP

Membership

When you join KICS, you can

Membership Benefits

Submit your papers to JCN and be eligible for JCN Best Paper Award. (2018 Impact

Factor 1.632)

Receive newsletters regarding information of various conferences by email.

Participate in international conferences which are held by KICS at a membership discount

rate.

Receive emails of KICS Global Newsletters that show KICS news, events and submission

dates of papers

Discounts for registration fees of KICS events

IEEE : 10% discount on IEEE membership (enter promotion code)

IEEE ComSoc : 10% discount on registration for ComSoc training courses

CIC : Can submit papers to CIC-sponsored meetings on equal terms as CIC members

IEICE-CS : 10% discount on IEICE-CS membership

REV : Can submit papers to REV-sponsored meetings on equal terms as REV members

See More Benefits

Online services

Academic events

Affiliation benefits

https://eng.kics.or.kr/html/?pmode=Benefits

